
Intro to Linux

4.2.1 - Network Resource Issues



Network Configuration Issues

• Subnetting problems occur when incorrect or overlapping 
subnets lead to IP address conflicts and disrupt 
communication between devices
o Avoid overlapping address ranges and implementing subnets based on 

organizational requirements

• Routing errors occur when inaccurate routing tables result in 
data being sent to the wrong destinations, leading to 
inefficiencies and communication failures
o Verify and correct routing configurations to ensure that data is directed along the 

correct paths



Network Configuration Issues 2

• Misconfigurations in Virtual LANs (VLANs) can cause 
segmentation problems, leading to communication issues 
between devices in different VLANs
o Validate VLAN configurations, ensuring that devices are appropriately assigned to 

VLANs and that VLAN trunks are correctly configured

• Improper Dynamic Host Configuration Protocol (DHCP) 
settings can result in IP address assignment failures, leading 
to connectivity issues for devices on the network
o Verify DHCP configurations, including address ranges, lease durations, and exclusion 

settings



Network Configuration Issues 3

• Issues with Domain Name System (DNS) configurations can 
impact name resolution, making it difficult for devices to find 
and communicate with each other using hostnames
o Ensure accurate DNS configurations, including DNS server addresses and domain 

suffix settings

• Incorrect Quality of Service (QoS) settings can affect the 
prioritization of network traffic, leading to suboptimal 
performance for critical applications
o Review and adjust QoS configurations to prioritize traffic based on organizational 

priorities and requirements



Firewall Issues

• Firewalls act as a barrier between a trusted internal network 
and untrusted external networks, controlling incoming and 
outgoing network traffic based on predetermined security rules

• Misconfigurations in firewall rules can lead to unintended 
network access or block legitimate traffic

• Issues in stateful inspection can result in dropped connections 
or failure to recognize legitimate responses

• Ineffective logging and monitoring can hinder the detection of 
security incidents or anomalies in network traffic



Firewall Issues 2

• Outdated firewall software may contain vulnerabilities that 
could be exploited by attackers, compromising the security of 
the network

• Allowing overly permissive rules can expose the network to 
potential security risks by permitting unnecessary or 
insecure traffic

• Firewalls can be targeted in Denial of Service (DoS) attacks, 
overwhelming the system with traffic and causing disruptions



Firewall Issues 3

• Virtual Private Network (VPN) configurations can be 
vulnerable if not properly set up, leading to unauthorized 
access or data leakage

• Users may inadvertently compromise firewall security through 
actions such as opening malicious email attachments 
or clicking on suspicious links

• Regular audits, continuous monitoring, and proactive 
management are essential for maintaining an effective firewall 
defense against evolving cybersecurity threats



Interface Errors

• Dropped packets occur when a network device receives packets but discards them due 
to various reasons, such as congestion, buffer overflow, or errors in the data
• Network congestion, hardware issues, or misconfigurations can contribute to dropped packets

• Collisions happen in half-duplex Ethernet environments when two devices attempt to 
transmit data simultaneously, leading to signal interference
• Half-duplex configurations, network segment saturation, or issues with Ethernet hubs can result in 

collisions

• Problems with the link status indicate that a network interface is unable to establish or 
maintain a connection with another device
• Faulty cables, hardware malfunctions, or misconfigurations can result in link status issues

• Addressing interface errors involves a combination of troubleshooting techniques, 
hardware diagnostics, and network optimization measures
• Network administrators often use monitoring tools to identify and analyze interface errors, allowing for 

timely intervention and resolution



Bandwidth Limitations

• Bandwidth is the capacity of a network connection to carry data, typically measured in bits per 
second (bps) or its higher denominations like kilobits per second (Kbps), megabits per second 
(Mbps), or gigabits per second (Gbps)

• High latency occurs when there is a delay in the transmission of data over the network, resulting 
in slower response times and reduced overall network performance

• Network congestion happens when the demand for bandwidth exceeds the available capacity, 
leading to slower data transfer rates and potential packet loss.

• Some applications may struggle if the network lacks sufficient bandwidth to support their 
requirements

• Users may experience slow upload or download speeds when the available bandwidth is 
insufficient to meet their requirements

• Interference from external sources or noise on the network can degrade signal quality and reduce 
effective bandwidth



Name Resolution Issues

• Name resolution issues in networking revolve around difficulties in translating human-readable 
domain names into their corresponding IP addresses or vice versa

• Errors in DNS configurations can lead to the inability to resolve domain names to IP addresses or 
vice versa

• If DNS servers are unavailable or experiencing downtime, name resolution requests may fail, 
leading to communication issues

• Cached DNS records on local devices or DNS servers may become outdated or corrupted, 
leading to inaccurate name resolution

• Name resolution problems can occur if there is a mismatch between the domain name provided 
and the actual domain structure

• Reverse DNS lookups, translating IP addresses to domain names, may fail if reverse DNS 
records are missing or misconfigured

• If using the DNS servers provided by an Internet Service Provider (ISP), issues with the ISP's 
DNS infrastructure can impact name resolution.



Testing Remote Systems

Testing remote systems involves assessing the accessibility, security, and 
performance of systems or services located on remote networks
• Nmap (Network Mapper) is a versatile and powerful open-source tool 

used for network discovery and security auditing
o Can be employed to scan remote systems, identify open ports, detect services running on 

those ports, and provide valuable information about the target network
o Can be used to scan for open ports on a remote system, revealing potential entry points for 

communication
o Helps identify services running on open ports, providing insights into the types of applications 

or servers in use
o Can attempt to detect the operating system of the remote system based on characteristics of 

its network responses
o Can be configured to perform scripts and tests to identify potential vulnerabilities on remote 

systems



Testing Remote Systems cont’d

• openssl s_client (intentionally lowercase) is a command-line 
tool included in the OpenSSL toolkit used for testing and 
troubleshooting SSL/TLS connections to remote servers
o Can initiate an SSL/TLS handshake with a remote server, helping to identify any 

issues in the process
o Allows for the verification of SSL/TLS certificates presented by remote servers, 

ensuring they are valid and properly configured
o Can be used to test specific cipher suites supported by a remote server, aiding in 

secure configuration assessments
o Can be used to check which versions of the TLS protocol are supported by the 

remote server
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